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GREEN AUDIT - AN OVERVIEW ON GREEN IT AUDIT

Dr. Sunita Tidke
. o Department of Accountancy,
Prahladrai Dalmia lions college of commerce and Economics, Mumbai.

ABSTRACT

This research paper aims to determine to what extent the greenness of an organization’s IT
environment can be assured by means of a green IT audit and how the IT audit can plan be matured in order
to increase assurance provisioning. The greenness of IT depends on the extent of presence of mechanisms for
green management, procurement, use and disposal of IT. The scope of a green IT audit should therefore
include all these mechanisms. The level of assurance resulting from a green IT audit can range from low, to
limited, to reasonable. The level of assurance provisioning can be increased by raising auditor involvement,
where evaluation of design can be extended with evaluation of implementation and operating effectiveness

of the mechanisms. Whatever the level of assurance is, all mechanisms should be in scope of the audit. In
green IT literature mainly normative controls can be found.

INTRODUCTION :

Green HR is nothing but an environmentally friendly HR practice by reducing the carbon foot
print by less printing of paper, video conferencing and interviews, Rajkumar Adukia says

"Man has the fundamental right to freedom, equality and adequate conditions of life, in an
environment of a quality that permits a life of dignity and well being and he bears a solemn responsibility
to protect and improve the environment for present and future generation."

Most countries today face environmental threats due to the increase in pollution of the
atmosDhere, water and land. Wildlife habitats continue to be threatened. Water contamination and air
f:llution are critical problems facing most countries. Environment related problems are linked closely to

®rapid growth of population, as well as to technological advancements.

WHAT 5 GREEN AUDIT?

Green audit is all about corporate responsibility. It uncovers the truth abomft statemepts made by
ments and companies with regard to the effects of environmental pollution. The aim of green

Sto review the to combat pollution.

measures taken by the company to

envi Green audit is defined as an official examination of the effe:jc.ts a ct:)mgatrlv hua:d:r:tcfzg
ONment It i i i tal Audit. Green Audit can be better

& . 1tIs also widely known as Environmenta . :

andCompllance of Environme:tal Laws, Audit of Environment Cost and Environment Impact Assessment
Carbon credit

go\lern
dudit

‘R »
N 1ap to Change India’s Future
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GREEN AUDIT - AN OVERVIEW ON GREEN IT AUDIT

What is green IT? _ o \
It is largely taken as the study and practice of designing, manufacturing, usin :

. . . 8 and g;
computers, servers, associated subsystems and peripheral devices efficiently and effective|y xzﬁsing
' |
hi

mitigated negative impact on the environment ‘

PURPOSE OF GREEN IT AUDIT
An IT audit is different from a financial statement audit. While a financia| audit's py,

evaluate whether an organization is adhering to standard accounting practices, the PUrpOses of Pose i
are to evaluate the system's internal control design and effectiveness. This includes, byt js gl
efficiency and security protocols, development Processes, and IT governance or oversj
are necessary but not sufficient to provide adequate security. People responsible for se
if the controls are installed as intended, if they are effective, or if any breach in securit
so, what actions can be done to prevent future breaches. These inquiries must be ang

Green IT Audit Objectives

Some of the benefits of obtaining Green IT are as follows:
Become energy efficient

Save natural resources

Optimize process

Enhance infrastructure

Reduce dependency on natural resources

Initiate recycling initiatives

Imbibe green it culture

Ensure continuous improvement in green it posture
Realize branding goals

- (. ) "
“Recent Trends and Issues in Commerce, Management and Economics : A Road Map to Change India’s Future
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REEN IT AUDIT

to achieve Green IT Objectives
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can IT Assets and Audit scope (Broad category is as

ing Green

sttt ot
soscimngwin f
Awcepable
Indussy
& Srandards

Continous
tnhancemem ot [
Greentl posture 3

pelow):
w:atura| resources
nergy
. ycture

Infrastl
IT |nfrastructure

processes
TeChﬂoIOgles

tyahation &
Assesament

)
)
)
)
)
)

j Green IT Base lining in line with acceptable industry standards.
|n this stage We make sure that Green IT base lining is done for your organization specific to your
,rganization's Green IT posture mapped with industries best practices and acceptable standards.
) Green Initiative Evaluation and Assessment
Assessments are carried out to evaluate your organization’s Green IT posture and do a thorough gap
nalysis based on the base lining done in phase II. You will be consulted and recommendations will be given

o improve and meet the Green IT baseline.

v) Full-fledged Green IT Audit
A thorough Green T Audit is conducted in this stage. A comprehensive Audit report will be

.ubmitted along with the Policies and Procedures to be followed in your organization. Recommendations will
»e given to close the gaps if any.

V) Enhancement of Green IT Posture
In this stage framework for continuously improving the Green IT posture will be given so that Green

IT project for your organization becomes a culture and is ingrained such that Green IT objectives are met.

FOUR BROAD APPROACHES
Some non-IT green projects,
buildings, can require significant front-end invest

such as retrofitting the electrical or cooling systems in existing
ments that may take years, if ever, to provide an
economic return. However, green IT projects have the potential for both quick and relatively high ROlIs.
There are several reasons why this potential is easily achievable. One primary reason is the short lifecycle
of IT equipment, which usually has a refresh rate of three to five years. So, unlike retrofitting a 30-year-
?‘d building, new IT equipment will be purchased every three to five years whether environmental
Impact i§ part of the motivation or not. Because of competitive pressures on IT manuf
Eener‘c?tlon of technology is greener (e.g. more energy efficient)than the prior

replacing equipment, organizations can choose from a mix of four broad approaches.

acturers, each new
generation. When

?:;:?:gltdteiltace boxes with newer boxes. If an organization simply does box-for-box repIaFements (fe.g.,

automaticall SA op d'PCS with an equal number of new desktop PCs), energy savings will be r_eallzed

design straty" ccording to the U.S. Environmental Protection Agency (EPA) (2007), current technologies and
egies could reduce the energy use of a typical server by 25 percent or more.

Approach2: .
laptops théRoeplac~e bf)xes with smaller boxes. By replacing traditional desktop PCs with thin clients or
' rganizations will experience an even more substantial drop in energy use.

“Recent Trends a
nd Issues in Co
mmer
ce, Management and Economics : A Road Map to Change India’s Future "
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GREEN AUDIT — AN OVERVIEW ON GREEN IT AUDIT

:Replace boxes with fewer boxes. By implementing virtualization software and thereby o
?Pproaclf"} zg:ﬁpme"t the organization can reduce the total number of computers Purchaseq, resulti, % €
the use o ”

reater decrease in energy use. According to the EPA, implementing best energy-management Pract heds
::ii:ir?g data centers and consolidating applications from many servers to one server ¢

ould reduce CUrreny dse
y

center energy usage by around 20percent.

Approach 4: Eliminate boxes. Organizz.:tions could Sh.Ut d?wn some of their servers ar]d Move el
applications to a cloud computing environment. At first, .lt maY appear that an Organization Movip
cloud computing is replacing some computers at its location with computers at a vendor’s location, b
cloud computing providers have the potential to achieve economies of scale (by increasing usage raty,
and they can locate their data centers closer to alternative (non-fossil) energy sources, plen
(cheaper) water, and less sensitive environments. As an extreme example, Google has more than 200,
servers, which collectively use as much electricity as a small city and generate a huge amount of hey
that requires expensive air conditioning and water usage for cooling. In a search to reduce IT-relaty
costs, a March 9, 2009, Wall Street Journal article, “Where Clouds Displace Forests,” describes hoy
Google, Facebook, Amazon, and others have built (or are building) mammoth data centers in Oregon an
Washington to be close to cheap electricity and water plus “...low humidity and cool night

TYPES OF GREEN IT AUDITS
Technological innovation process audit. This audit constructs a risk profile for existing and new projects. Th
audit

it will assess the length and depth of the company's experience in its chosen technologies, as well as iy
presence in relevant markets, the organization of each project, and the structure of the portion of the
industry that deals with this project or product, organization and industry structure. :

audit: This audit reviews the technologies that the business currently has and

that it needs to add. Technologies are characterized as being either "base", "key", "pacing" of
"emerging".
Others describe the spectrum of IT audits with five categories of audits:

¢ Systems and Applications: An audit to verify that systems and applications are appropriate, are efficient,
and are adequately controlled to ensure valid, reliable, timely, and secure input, processing, and output’
at all levels of a system's activity. System and process assurance audits form a subtype, focusing on
business process-centric business IT systems. Such audits have the objective to assist financial auditors.

* Information Processing Facilities: An audit to verify that the processing facility is controlled th enSl_er
timely, accurate, and efficient processing of applications under normal and potentially disruptive

conditions.
* Systems Development: An audi
the Oorganization, and to ensure

standards for systems development. d|

i . s developed |

* Management of IT and Enterprise Architecture: An audit to verify that IT management ha P 3
l
l
|

P ient environment
an organizational structure and procedures to ensure a controlled and effic

for information processing.

. . f
t to verify that the systems under development meet the ob;ectweieod
that the systems are developed in accordance with generally accep

: ) i to  verify |
Client/Server, Telecommunications, Intranets, and  Extranets: . 'An ?Ud;t cerver. and on |
that telecommunications controls are in place on the client (computer receiving services), ¢ ;

1€l€communications ’
the network connecting the clients and servers. '

“Recent Trends and Issues jp Commerce, Management and Economics : A Road Map to Change India’s Future
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OBJECTIVES OF RESEARCH:

1. To know and create awareness about green it audit.
2. To help in imbibing green it culture

3. to study how green it audit helps in conserving energy and to know various ways how firms are following
it.

Primary data

The research paper is based on primary data and majorly on secondary data as majorly people are
not aware about its concept and it is not mandatory by law. So hardly 3-4 big firms are adopting green it
audit and are saving 40% of energy by this practice. Companies like TCS, JP MORGAN, KPMG follow green it
audit.

Primary data is collected through telephonic and personal interview of employees working in TCS
and JP MORGAN

Companies do green it in order to save energy as well as to make people and other stakeholders
know about their efforts towards conservation of resources and it is a part of their CSR activities. Companies
have fixed budget for their CSR activities they use it in various ways get CSR awards and to show how
philanthropy they are and how green they can be.

Secondary data
Secondary data is collected through magazine, articles, related peoples and various websites.

Sample size

Sample is 3-4 big company like PCS, JP MORGONS, KPMG and one college i.e. KES College.

Related questions from this topic was asked personally to the IT department of head of those
Companies

ap——— ) ”»
Recent Trends and Issues in Commerce, Management and Economics : A Road Map to Change India's Future
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tion i i
Target pTC;F::Lat population was head of it department of big companies as others are not aware abOUti

i itati titative.
Data collected is qualitative and quan ve.
How to know and calculate green it initiatives has saved how much energy? fi
Green initiatives save energy and conserve the world’s resources, allow considerap)e cost g,
and make for a good marketing pitch. A Green IT audit makes an assessment of the green 'n'tlatives ta,nt
4

()

-

and highlights scope for further initiatives.

* Power Saving Methods
The Green IT audit identifies ways to save energy. The most common recommendati
* Use Energy Star monitors, printers, and other devices, Energy Star labels appearon 3

=+ ENVironm,,

Protection Agency. t,

* Set the computer to sleep or stand-by mode when inactive for a few
power down to a sleep mode that consumes 15 Watts or less power

down into two successive "sleep" modes. Such sleep modes however
have the power-down feature.

* Switch off devices when not needed Although startin

S energy consum tion a fey

watt-hours. Y i

* Usea power strip to connect printers, copiers, Stanners, and other devices, to switch them off, or betty
still unplug them when not in use, :

Cooling and Ventilation

One major Component of the green audit is heating, cooling, and ventilation, which again has a maJ'O;
bearing on €nergy costs. Computers generate heat. The audit makes an assessment of the adequacy 0

the ventilation so that the heat diffuses and does not build up near the computer, and check whethe'
CPU fans work Properly and remain free of dust.

THE GREEN IT DOMAIN

- : e
€ green IT domain js almost boundless. Exploring green IT takes a cradle-to-grave I|fecyC|St
Perspective. As Figyre 1 illustrates, green |T covers many elements in the IT value chain. The narrowe

“Recent Trends ang Issues in Commercc, Management and Economics : A Road Map to Change India’s Future ”
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vor =

g

: captured in the center of F.lgure 1, namely, IT acquisition and deployment. However, as the
focuzving section discusses, green IT includes many more elements.
foll®

[T Domain and Value Chain

Paperless Workflow
] Telecommuting
Raw{egied IT Acquisition &
materiais, Deployme
Manufacturing e - _p_ .y_m -nt- —_——— Reuse,
processes,  frlp Electrical & Cooling —y  Hanest
P;td‘?:%”g' Management le l&
oring,
Shipping E<commerce
I E-procurement
Software Design
Deduplication
-

g-commerce

E-commerce and e-procurement can greatly reduce trips to stores both on the buying and selling
side. AS discussed before, reducing vehicle transportation has an immediate and significant impact of
reducing fossil fuel and other energy uses and pollution.

software Design and Deduplication

This growing demand for storage means purchasing more storage devices and using more
energy. In addition, these big files require more CPU resources to search and retrieve data.

As a short-term deduplication solution, organizations can encourage employees to post
sttachments to the organization’s intranet and then include a link in the emails to the referenced
attachments. For the longer term, the email software could be modified to include pointers to the
attachment instead of including the actual attachment with each email.

Manufacturing
Moving upstream in the IT value chain, the manufacture, ware- housing, and distribution of

IT-related equipment have a very large carbon footprint.

Disposal and Recycling
On one hand, it is good news that IT is on a three- to five-year refresh cycle because that
. Means that organizations are constantly deploying the latest technologies with decreasing energy
| demands. On the other hand, that refresh cycle generates huge amount of trash. Besides the sheer
| volume (both in quantity and in cubic feet) of IT equipment that must be disposed of, IT
, equipment in cludes toxic materials that can be released into the atmosphere or leached into the
‘ soil and water supply.
Because the components were so Vva
“Omputers were historically stripped of parts instea

luable in secondary markets, traditional mainframe
d of being completely discarded. Starting in the early

Recent Trends and Issues in Commerce, Management and Economics : A Road Map to Change India’s Future
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ing i ularity, discarded equipment ended Up ene
uters were growing in pop Y, _ ent;,
1980§,as deS'ftf’palict?;:F;oon realized that landfills were filling up faster than prO}ect§d and p, el'y.l 6
Iindﬁlls-t M't"encliclie dumping of IT equipment. Organizations have InCorporated a variety of acti 'ieah
that restric :

duce their volume of discards that go to landfills. . o _
redu Some organizations (including some not-for-profit organizations) i accept

equ prTIEHt lhey IIIaV e tIIEI str p tlle equ plllellt 01 va Uab e meta S (e 0 . iSCa

i i i I l ' I ( -B., g Id al'ld platanm) :dﬁ ¢
l : i | l | (0] Other organizatior a“d |

matelials, or Clean and upglade the EQUIplllent alld d str bUte tt . 0 ,

Metric Stream IT Audit Management Software Solution' .
Metric Stream provides a comprehensive IT audit Management soly

svoRY Lx o

solution, organizations can streamline their IT audit and assessme
stakeholders to have visibility and control into these processes. Th

record for IT audits and assessments by integrating with vario
implemented to automate the testing of controls.

The solution can be used along with Metric Str.
compliance with popular  frameworks and
NERC, HIPAA, PCI, Base| Il, FISMA, GLBA, SOX, and FFIEC. The solution can 3
solutions for IT risk management, IT policy Management and IT incident m
tasks such as risk based auditing, and policy compliance certification.

Risk-based IT Audit Planning: The Metric Stream solution supports risk-
processes, assets, projects, and

the risk assessments. The soluti

information from IT systems (e.g. weak Passwords and unuseq ports in web servers) so that auditors cg;
plan audits based on the risk profile of IT assets.

IT Audit Projects: |T audit projects can be scheduled period;

assigned the IT audit résponsibility with a dye date. Automatic notifications are
s the auditee. Work pap

ers with fully configurable workflows allow auditors to
document audit activities and resuylts,

IT Audits and Assessments: The Metric Stream

quantitative findings with detailed observations and
checklist of evaluation criteria ang questions. The sys
onsistent, reliable, and predictab
its progress against milestones

solution enables |T auditors to record qualitative or
recommendations in predefined formats, alongside the
tem also supports self-assessments and surveys related
le manner. Audit managers can track the status of the

audit, and measyre to ensure timely execution. A time tracking capability

and a variety of other parameters.

“Recent Trends and Issues in Commerce, Management and Economics : A Road Map to Change India’s Future
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